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Abstract
In this work, we are interested in the design and implementation of advanced quantum communication

protocols in a cryptographic context, in particular of Authenticated Quantum Teleportation and Anonymous
Transmission. We present practical protocols for achieving these tasks, which include verification procedures
of the initial entangled resource, hence enabling to bound the success probabilities of such protocols. We
also discuss progress towards their experimental implementation.

Quantum Teleportation [1] has raised a lot of interest in the past decades, as it ensures long-distance qubit
transmission. Combined with multipartite entanglement, it also enables the Anonymous Transmission of a
qubit in a network, as was initially described by Christandl and Wehner [3]. Indeed, multipartite entangled
states, such as GHZ states, provide anonymous Bell pair distribution between a sender and a receiver, and
anonymous broadcast of classical bits; such resources therefore enable Quantum Teleportation while preserving
the anonymity of the sender and the receiver.

In this work, we design protocols for practical Quantum Teleportation and Anonymous Transmission, in
realistic experimental conditions. We use first the self-testing method [4] in order to authenticate the measure-
ments and Bell pairs in the Quantum Teleportation protocol. In this way, we can derive bounds on the success
probability of the teleportation in different settings, namely the one-sided or fully device independent settings.

Furthermore, we build an experimentally accessible Quantum Anonymous Transmission protocol by defining
the notion of ε−anonymity : A protocol ensures ε−anonymity if dishonest parties can guess the identity of the
sender and/or the receiver with a probability of 1

k + ε at most, where k is the number of honest parties. The
protocol ensures perfect anonymity as long as ε = 0. Our protocol combines the Christandl-Wehner protocol
with a verification protocol, which tests an untrusted source of GHZ states in the presence of dishonest parties
[5]. Using this verification procedure, we can ensure a certain fidelity of the generated states with respect to the
expected GHZ state. This allows us to certify the security of our ε−anonymous protocol, where ε is bounded
depending on this fidelity.

Finally, we address the central element of our experiments tailored for the implementation of these protocols,
namely our source of entangled pairs of photons, which is based on a PPKTP crystal in a Sagnac interferometer.
Our source is designed for telecom wavelength emission of the generated pairs and high spectral purity to ensure
high quality GHZ-state generation [6], while we also use a temporal multiplexer [7], to increase the protocol
repeatability.
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